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Framework for discussing protocols

Purpose of the protocol
— the problems it solves
— the context it operates in, the place in the stack

Parties that use it
Functionality, typical behavior

Packet format
Carriers protocol
Binding to carriers binding
Utility for IoT
carrier
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Guiding questions

How to map IPv6 onto a constrained network, in particular, onto
IEEE 802.15.4

In particular, how does 6LoWPAN do this?
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Things like this must be solved

HTTP HTTP
IP protocol, MTU = 1280 @ Server \

__________ TCP3-wayhandshake
binding B
_________________________________ &
IEEE 802.15.4 carrier, MTU = 12/ HTTP GET flight
o
» HTTP 200 OK (application/xml)
 We will address two IETF protocols | ________. TP 2mayteomioation -
In particular RS e
— COAP \ /
- 6I—OWPAN HTTP/UDP HTTP/TCP
t ansport layer (UDP, TCP/IP
« and one OMA protocol /w\
— LWM2M on top of CoAP u I% |
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6LOWPAN context: place in the stack

 Usually referred to as an adaptation layer 6LoWPAN

— more or less a sub-protocol THE WIRELESS EMBEDDED INTERNET
to deliver IPv6 packets to low capacity devices

Host IPvE Host
Application Application
? Router Edge Router ZACH SHELBY
U P WWILEY CARSTEN BORMANN
'Pllﬁ —HRv— s
| IP|&
LoWPAN [ owPAN| LowlPAN
DILL DLL OLL DLL DLL
P PHY RHY PHA Y
— — T
- 6LoWPAN = IPvE Network ——— =
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* [P endpoints

Parties that use It

— Including low capacity devices
— use of 6LOWPAN should be transparent to endpoints

» Neighboring layers in the stack

« Special role for edge devices

— technology
bridges

— re-packetizing
according to
the bindings
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Which problems need to be solved?

Essentially
— define a binding of IPv6 to IEEE 802.15.4
— this entails both the packet as well as the IPv6 particular behavior

In the binding solve problems of

— too large headers: IPv6, UDP, TCP

— too large packets

Map IPv6 requirements / behavior to IEEE 802.15.4

— auto-configuration

« address assignment and neighbor (router) discovery

Address / support layer 2 forwarding to establish a connected
broadcast domain

— “mesh under routing”
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e 128 bit addresses

— 64 bit network address IPV6 in one Slide

 divided into subnets again: (routing prefix + subnet id)
» should be variable to avoid tracking

— 64 bit interface address

Version Traffic Class . Flow Label

+ derived from MAC address, =

should be variable (privacy) EaplowtLongih L, G oRe FopHimit
* mobility support: redirection B - a—— i
* integrated security - IPSEC - ] —
* multicasting support using B |
multicast group addresses L. & Destination Address _
- stateless auto-configuration T a

_ determine interface addreSS Next Header Extension Header information

— duplicate address detection

Data Portion

 neighbor discovery via 4 —

Y

neighbors solicitation / advertisement
« (router, subnet) discovery / adv via router solicitation (to all-routers multicast)

* no fragmentation: responsibility of sender (routers won’t do it)
— require maximum transport unit (MTU) of at least 1280 over a link
— perform MTU discovery

« options (e.g. choices of the above) through extension headers, in payload
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— 72-116b effective payload

« designed towards very low
manufacturing cost

e CSMAJ/CA + slot reservation

* 4 types of frames:
— data, ack
— beacon
— MAC command

 Full-function devices

— coordinators: can relay
messages; can control a PAN
via beacons

— atleast one per network

 Reduced-function devices
— no forwarding

« Device address:
— 64 bit IEEE EUI-64 address

— 16 bit short identifiers (within a 16 bit PAN)
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rsity of Technology

TU/e &

25-Nov-15

IEEE 802.15.4 In one slide

« 868+, 902+, 2400+ MHz, 10m, 250 kbits/sec, 127b packets

MAC header MAC MAC
payload rooter
Octets:2 1 0/2 0/2/8 0/2 0/2/8 variable 2
Frame Sequence | Destinatio | Destination Source Source Frame Frame
Control number n PAN address PAN address payload check
identifier identifier sequence
Bits: 0-2 3 4 5 7-9 10-11 12-13 14-15
Frame Security Frame Ack Req Intra Packet Dest. Reserved Source
Type enabled Pending PAN A Addressin Addressin
Priority g Mode g Mode
Ey% Peer-to-Peer
. PAN Coordinabor E
D EID
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Which problems need to be solved?

Essentially
— define a binding of IPv6 to IEEE 802.15.4
— this entails both the packet as well as the IPv6 particular behavior

In the binding solve problems of
— too large headers, IPv6, UDP, TCP — header compression, in two ways
— too large packets — fragmentation
Map IPv6 requirements / behavior to IEEE 802.15.4
— auto-configuration — several proposals for address assignment
« address assignment, resolution and neighbor (router) discovery
Address / support layer 2 forwarding to establish a connected
broadcast domain
— “mesh under routing” — packet format for information that must be routed
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6LOWPAN: addresses

802.15.4

IPv6 Network
0 N

Edge router

« Address auto-configuration basics
— Any IEEE 802.15.4 network is a single IPv6 subnet (64 bits addressing)

— Derive IPv6 address from IEEE 802.15.4 address
« this reduces traffic for address assignment
« this reduces state to be stored in the edge router
— Edge router knows routing prefix and subnet id: Edge Router Context (ERC)

» (together: network address)
« can add this when the packet leaves the LoOWPAN
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History: header compression

- RFC 4944
— HC1 = IPv6 header compression
— HC2 = UDP header compression

 RFC 6282 — update (improvement)
— IPHC = IPv6 header compression
— NHC = next header compression (more general than just UDP)

* In both cases:

— address compression is important as the long addresses are a
major overhead
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Address Auto-configuration options
- |EEE EUI-64 address

— Use with inverted universal/local bit REC4944
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EUI-64 addresses

« OUl

organizational unique identifier

L: local: address is valid only on the local net
* meaning in IPv6: universal (flipped)

M: multicast

- Extension: to be defined by organization

Technische Universiteit
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u
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0 1 2 3
0123456 7859%0123456789012345¢67829 101
e T s T e e e i e e i T T e
| ouI || M| OUI (cont.) | |
i e a a  a e e S o e S +
| extension identifier |
e T S T T S e T St S s e S e e s T St St S
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Address Auto-configuration options

 |EEE EUI-64 address
— Use with inverted universal/local bit

RFC4944

« PAN-local 16-bit short address

— Create pseudo 48-bit address as: <PAN>:0000:<short address>
« PAN: PAN id (number)
* |ocal bit = 0 (to make it IPv6 local)

— Apply IPv6 over Ethernet rules to obtain 64 bits

* Routing prefix and subnet id
— Context, obtained from edge router

Edge Router Context (ERC)
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Address Auto-configuration options

 |EEE EUI-64 address

— Use with inverted universal/local bit RFC6282

« PAN-local 16-bit short address
— Use 0000:00FF:FEOQOO:<short address>
— PAN id not used

* Routing prefix and subnet id
— Context from edge router

Edge Router Context (ERC)
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The mapping problem

Version (6) 4 bits
A Traffic class 8 bits IPv6 packet layout
1 Flow label 20 bits MTU = 1280

Payload length 16 bits
Next header 8 bits
Hop limit 8 bits

40 Bytes Payload
Frame control 2 bytes
0\ Sequence number 1 byte
1 Destination PAN 0/2 bytes
) Destination address 0/2/8 bytes IEEE 802.15.4 packet layout

PHY Source PAN 0/2 bytes MTU = 127
LEN Source address 0/2/8 bytes
Aux. Security 0/5/6/10/14 bytes

>0/4/8/16 2

9-37 bytes 72-116 bytes
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Compression techniques

* Reduce length by a focus on the common case:
— limited number of common cases: own code

* hence, compressed representation Table 2.5 HC1 NH values.
— rare cases: follows in-line 00  Next header sent in-line
* hence, uncompressed 01  Next header = 17 (UDP)
e Use know|edge 10 Next header = | (ICMP)

11 Next header = 6 (TCP)

— the way IPv6 addresses are formed
— can reduce — sometimes — to 16 bhit short address

« Use superfluous (re-occurring) information
— length, occurs in several layers
— addresses at MAC and IP levels

* Use context

— something known by all nodes, e.g. ERC or common destination
— makes the compression stateful
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IP addresses and MAC addresses

An IP packet has a source and a destination
— IP-S, IP-D
— defining source and destination of a (multi-hop) transmission
It is transported in a MAC packet with a source and a destination
— M-S, M-D
— defining source and destination of one hop, changing all the time

These don'’t have to be ‘the same’, because of routing
— M-S ~ IP-S means: the IP source is the sender of the MAC packet
— M-D ~ IP-D means: the IP destination is the receiver of the MAC packet
— halfway a route, neither has to be the case

Header compression is therefore hop-by-hop, not end-to-end
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Routing packets

- Three main possibilities for routing oweanFR

. Application ' Application

— hop-by-hop based on IP forwarding 4 4

(“over routing”) Pl g LE
. . LoWPAN LoWPAN LoWPAN

» requires expensive IP packet ol DLL ol

reconstruction on every hop PH PHY nald

interface0

LoWPAN Mesh FIB
{dest, next hop}

- hOp-by-hOp based On MAC Appligation Application
forwarding (“under routing”) e | upr
IPf6 IPv6 ‘ iHvs
. requires Origina| source and LowPANMesh LpWRANAtesh LoWPAN/Mesh
. . . . DiL I
destination MACs to be maintained = o 1
in order to reduce IP header THierace0
reconstruction DLL Mesh FIB
Application {dest, nexthop} Application
_ ulp ‘ ubp
— hop-by-hop in the MAC (LLC) il Pve GE
.. LoWPAN LoWPAN LowJPAN
invisible for the 6LOWPAN layer T Ty o
« |SA100 PHx I pHy 1 aly
interface0
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HC1 — encoding and possible re-use

Version (6) 4 bits  Always 0110
A Traffic class 8bits Assume 0 1 pijt together
1 Flow label 20 bits Assume 0 REC4944
Payload length 16 bits Use layer 1 (PHY) length

Next header 8 bits Assume UDP, ICMP or TCP 2 bits
Hop limit 8 bits Not compressed 8 bits

40Bytes Payload

F Z bytes

ram¢ control
N
1 byte

equence number

Destination PAN A12 bytes . i )
A Destination alidres 0/2/8 bytes Besides thg red bits, need
Source/PAN 0/2 bytes to encode (in payload):
Squrce g0dreSs 0/2/8 bytes _
k" MR Security  0/5/6/10/14 bytes tdhe ;’_VE“;_SOUVC@ and o
P estination are encode

* as in this example or inline

— whether there is a next
compressed header

>0/4/8/16 2

9-37 bytes 72-116 bytes

Johan J. Lukkien, j.j.lukkien@tue.nl m 21
TU/e Informatica, System Architecture and Networking =%

Technische Universiteit
T U /e Eln“ig::’s‘;te\;‘nf Technology 25- N OV_ 15



MAC header MAC MAC
payload rooter

Octets:2 1 0/2 0/2/8 0/2 0/2/8 variable 2

Frame Sequence | Destinatio | Destination Source Source Frame Frame

L] L]
Control number n PAN address PAN address payload check
, identifier identifier sequence

« The dispatch code indicates how |
to interpret the MAC payload AT e e e T

Type nabled | Pending PAN Priority A::;:’s:n A::;::s;n

« Dispatch codes have been
defined for various headers

Table 2.2 Current and proposed dispatch byte allocations.

From To Allocation

00000000 00111111 NALP - Not a LoWPAN frame (NALP)

01 000000 reserved for future use

01 000001 [Pv6 — uncompressed IPv6 packets

01 000010 compressed IPv6, see Section 2.6.1
01000011 O1001111  reserved tor future use

01 010000 LOWPAN_BCO — broadcast, see Section 2.8

01010001 OLOLTTIT  reserved for future use
01 100000 Ol 111111 proposed for LOWPAN_IPHC, see Section 2.6.2
O1 111111 ESC — Additional Dispatch byte follows (preempted by IPHC)

10 000000 10111111 MESH — Mesh header, see Section 2.5

11000000 11000111 FRAGI — Fragmentation Header (first), see Section 2.7
11001000 11011111 reserved for future use

11 100000 11100111  FRAGN - Fragmentation Header (subsequent). see Section 2.7
11101000 11 101011  proposed for fragment recovery [ID-thubert-sir]

11101100 11 111111 reserved for future use
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HC1, HC2 headers

0 1 2 3
0123456789 01234567890122345%67829201
e e S e e T T S S S e e T Tt Tt et et S S e s
|00 1 00 00 1 O|SAE|DAE|C|NH |0 Non-Compressed fields...
e e S e e T T S S S e e T Tt Tt et et S S e s
\_ dispatch / \_ HC1l header /

0 1 2 3
0123456789 012345496789012345%6789°01
s T e T T e T e Rt SR s
|01 0000 1 O|SAE|DAE|C|NH |1|S|D|L| | N.-C. fields...
e e e e e e S S i e e R R s
\_ dispatch / \_ HC1l header / \ HC2 header /

Table 2.4 HC1 SAE and DAE values.

 For external IP addresses, the

SAE or DAE value  Prefix 118] .

- — — prefix has to be there
sent in-line sent in-line

01 sent in-line elided and derived from L2 or ° AddreSS CompreSSion Only WOI’kS

mesh address

10 elided and assumed to be link-  sent in-line When M'S -~ |P'S or MP'D -~ |P-D
local (FE8D::/64) . . .

11 elided and assumed to be link- elided and derived from L2 or ¢ HC'l IS not Very effeCtlve N
local (FEROD::/64) mesh address address Compression
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IPHC — encoding and possible re-use

Version (6) 4 bits  Always 0110
A Traffic class 8 bits Assume 0 2 bits
1 Flow label 20 bits Assume 0

, RFC6282
Payload length 16 bits Use layer 1 length

Next header 8 bits Indicate another compressed header 1 bit
Hop limit 8 bits 1, 64, 255 or else 2 bits

Payload
Framg control
0\ guence number
Destination PAN 2 bytes
) Destination addres 0/2/8 bytes
0/2 bytes
0/2/8 bytes
. Security  0/5/6/10/14 bytes
>0/4/8/16 2
9-37 bytes 72-116 bytes
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Table 2.2 Current and proposed dispatch byte allocations. L O W P A N - I P H ‘

From To Allocation

00 000000 00 111111  NALP — Not a LoOWPAN frame (NALP)

MAC header p:c:‘n‘;d r:'g-‘t‘:r

01 000000 reserved for future use oaeten 1 o2 0728 o2 0275 variable >
01 000001 IPv6 — lll'lCOlTlpI’ESSEd IPv6 PaCketS Frame Sequence | Destinatio | Destination Source Source Frame Frame
01 000010 LOWPAN_HCI1 - compressed IPv6, see Section 2.6.1 Control number id';::f"i‘er address ide?ti':ier address |  payload se‘::le:::e
01 000011  O1001111  reserved for future use
01 010000 LOWPAN_BCO - broadcast, see Section 2.8
01 01000 04+-0 | reserved for future use
( proposed for LOWPAN_IPHC, see Section 2.6.2 l
01 ESC - Additional Dispatch byte follows (preempted by IPHC) P e . s o [ s |
10 000000 10111111  MESH — Mesh header. see Section 2.5 Frame Secus Frame | AckReq | Intra | Ppacket | Dest. | Reserved | Source

Type nabled | Pending PAN Priority N::;:;s:n A::;:‘s;n
11000000 11000111 FRAGI — Fragmentation Header (first), see Section 2.7

11001000 11011111  reserved for future use
11 100000 11100111  FRAGN — Fragmentation Header (subsequent), see Section 2.7
11101000 11 101011  proposed for fragment recovery [ID-thubert-sfr]
11101100 11111111  reserved for future use

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
temmmtmmmt ettt et ettt sttt =t et ==t ===t

o |1|1| m |w|mnx |crp|sac| sam | u |pac| pam | PUl flags in 5 bits of dispatch code

bbb oo bbb —fo——do——4-——+-——+--—+ ¢ SE cONtext to compress addresses
_ better

TF = Traffic Class, Flow Label ] )
NH = Next Header Flag — context: known by communicating
HLIM = Hop Limit parties (e.g. common destination)
CID = Context Identifier Extension —  exists when CID = 1
SAC = Source Address Compression .
SAM = Source Address Mode — extends header: 4 bits
M = Multicast Compression — vyields six bytes (min) for IP plus UDP
DAC = Destination Address Compression

DAM = Destination Address Mode
Johan J. Lukkien, j.j.lukkien@tue.nl &? 25
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Min/max

LoWPAN dispatch
-+ |[EEE B02.15.4 Frame (127 B) -
218 13/ 40 B BB 538 48

Full UDP/AIPv6 (64-bit addressing)

I

|EEE 802.15.4 Frame (127 B) -

Minimal UDP/6LoWPAN (16-bit addressing)

(from presentation by prof. Gunes)

Johan J. Lukkien, j.j.lukkien@tue.nl [+
TU/e Informatica, System Architecture and Networking ;::

TU /e Brinores " 5B Nov-15

University of Technology



Next header

Compression of IPv6 extension headers
— Header for: Hop-by-hop, routing, fragment, destination, mobility, IPv6

— Header starts with dispatch code

— Compression removes padding bytes and _

8-byte header alignment of IPv6 )

>

— EID: Extension Identifier 1+n bytes

UDP header compression

— Port numbers compressed when in a certain range
— Length taken from layer 2 or 6LOWPAN fragmentation

7

N
7

N

&
N

N

8 bytes 1+n bytes
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Fragmentation header

 First fragment
— Datagram size is at most 1280
— Datagram tag is unique, assigned by origin

& N
™~ L

4 bytes

e Subsequent fragments
— Datagram offset in units of 8 bytes

& N
™~ 7

5 bytes
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Mesh routing

* Multi-hop communication in IEEE 802.15.4.
— Encode source and destination addresses

& N '
™~ Cd

5- 17 bytes

* Broadcast traffic
— Sequence number assigned by origin

2 bytes
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Combining headers

* Ordering: Mesh, Broadcast, Fragment, HC

N

P > 2 S & SN &
< 7 < 7 N 7 N

5 - 17 bytes 2 bytes 4 bytes 2 - 41 bytes

« Total overnead:. 2 — 64 bytes
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Fragmentation

UDP datagram
loss

UDP 10 bytes
IPHC NHC 10 bytes
5%
UDP 100 bytes
FRAG1 IPHC NHC 88 bytes
FRAGN 12 bytes
9.75%
UDP 1000 bytes
FRAG1 IPHC NHC 88 bytes
FRAGN 104 bytes
8x
FRAGN 80 bytes
40.13%
Johan J. Lukkien, j.j.lukkien@tue.nl % 31
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Fragmentation — mesh under

UDP 1000 bytes

MESH FRAG1 IPHC NHC (80) MESH FRAG1 IPHC NHC (80)

MESH FRAGN (104)
8x MESH FRAGN (104)

MESH FRAGN (88)

MESH FRAGN (88)

Packet error rate: 5%
UDP datagram loss: |64%
Avg. #transmissions: |19.5
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Fragmentation — route over

UDP 1000 bytes

MESH FRAG1 IPHC NHC (80)

MESH FRAGN (104)

8Xx
MESH FRAGN (88)

Assemble UDP datagram

If complete, forward

MESH FRAG1 IPHC NHC (80)
Packet error rate: 5%
UDP datagram loss: |64% MESH FRAGN (104)
Avg. #transmissions: | 16.0 8X

MESH FRAGN (88)
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6LoWPAN — Application notes

* End-to-end IPv6 communication
— Severely limited due to packet fragmentation
— Design for compact packet sizes

— Use UDP instead of TCP
« Application-level reliability
« TCP round-trip time, time-outs, windows, 3-way handshake

- Edge router required
— Just forwards packets, no intelligence
— Add a proxy to reduce 802.15.4 traffic

« Gaining momentum
— Used by Thread Group for home automation
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Contiki OS — common platform for evaluating protocols
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Framework for discussing protocols

Purpose of the protocol
— the problems it solves
— the context it operates in, the place in the stack

Parties that use it
Functionality, typical behavior

Packet format
Carriers protocol
Binding to carriers binding
Utility for IoT
carrier
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Guiding questions

How to map IPv6 onto a constrained network, in particular, onto
IEEE 802.15.4

In particular, how does 6LoWPAN do this?
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